Wondering about a phone bill to Tuvalu?

BY MARK McNEIL

Karen Cumming works in the
communications business.

But there is one communica-
tion the CH News reporter is
certain she did not make.

It was a phone calllast month
fromher Hamilton areahometo
aplace called Tuvalu, anisland
inthe south Pacific.

It turns out Cumming was a
victim of so-called modem -hi-
jacking. Somehow, adialer pro-
gram slipped into her home
computer from the Internet.
And the program made the call
through her modem, without
herknowing.

“I was horrified about this. I
had no idea such a thing could
happen,” she said. She doesn’t
remember clicking into any
pop-up menu, which is the
usual way that Internet users
unwillingly allow the dialer
program to be Eu_omama osﬁo a
computer.

Lucky for her the Emwroum
charge was only $15.60. And her
long distance company, Sprint,
has agreed to credit her ac-
count.

But lots of other people have
been far less fortunate. They’ve
received bills for hundreds of

Modem scam uses your computer and you get long distance bill

dollars and in some cases up to
$1,500, says Hamilton lawyer

'David Thompson, who last

week brought forward a class

.-action lawsuit on behalf of cus-

tomers of Bell long distance who
have been victimized _uw theIn-
ternet scam.

The plaintiff, Edith oB.um_.m
of Monetville, Ont., allegesina
statement of claim that Bell
knew or should have known
since Jan. 1, 2002, that calls to
these far away places were part
of an Internet s scam.

She received telephone bills
for more than $1,000, which
Bell eventually reduced to
$400.

“Bell Canada, as the largest

. telecommunication company in

Canada, was uniquely posi-
tioned to monitor, become
aware of, investigate and take
proactive steps to prevent such
fraudulent schemes;” the state-
ment said. Allegations in a
statement of claim have not
been provenin court.

. Thompson says numerous
people have contacted his law
office saying they were victims
of modem hijacking, also

known as Internet dumping.
The victims, came forward be-
cause they had heard Thomp-
son was involved in a different
class action law suit mmmEmﬁ Bell
Canada,

A spokesperson from Bell
Canada said the company
would not comment on the
class-action suit.

But Nathalie Moreau, Bell’s
associate director of mediarela-
tions, said it is the telecommu-
nications company’s policy to
charge the customer based on
thelowest rate on the Qmﬁm ofthe
call.

“We consider Emﬁ the cus-
tomer is responsible in these
situations,” she said.

But as of Aug. 1, Bell will start
blocking calls to the six most
popular destinations: Sao Tome
and Principe, Nauru, Guinea-
Bissau, Tuvalu, Tokelau and
CookIslands.

“There is no magical -solu-
tion,” said Moreau. “Typically,
what happens in these cases is
they will simply move to anoth-
erlocation”

Moreau said people need tobe
Internet savvy to avoid being

victimized. The problem hap-
pens to dialup connection users
using sites that show a popup

- message that might ask if the.
. surfer wants to continue view-

ing the site or download some
kind of
prize, gift
or gim-
mick.

By click-
ing the Iink,
your com-
puter
downloads
a program
that alters
your Inter-
net dial-up
properties
and redirects your phone con-
nection to an Internet service
provider far away, say in Africa,
which leads to expensive long
distance charges.

The scam artist makes money
at thisby striking a deal with the
African phone company to re-
ceive a percentage of the take.

The RCMP and Hamilton Po-
lice recommend:

# Do not download and exe-
cute programs from anywhere

‘cms._ Thompson ,

and anyone you do not trust.

# Read all disclaimers and user

agreements carefully.

# Consider purchasing a call
controller device which will en-
able you to disallow all long dis-
tance phone calls from your
cotnputer (approx. $70). A free
prograimn called Zonealarmis al-
so available at www.down-

.load.com.

B Listen for suspicious dialling
activity when using your com-
puter. Confirm the phone num-
ber in your dialling properties.

N Install anti-virus software
and keep your virus definitions
uptodate,

1 If you have received a long
distance phone bill that you be-
lieve was caused by your com-
puter, you can send an e-mail
message to. info@phoneb-
usters.com, including your
name, phone number, address,
the amount of your telephone
bill, and if possible, the website
visited that caused the modifi-
cation. Phonebusters is cur-
rently documenting all such
complaints. You can also call
the RCMP/OPP anti-fraud call
centre at1-888-495-8501.

mmenetl@thespec.com
905-526-4687




